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Overview 
 

First Citizens is dedicated to maintaining the highest level of online security and is committed 

to protecting your company's financial information. One way that we do that is by providing 

Business Online Banking (BOB) Advantage® users with security tools to protect their business 

against computer viruses and other financial malware.  

As part of security enhancements to our BOB Advantage transaction authentication process 

we have added the use of Google Authenticator, a mobile device application. Together with 

IBM Trusteer Rapport this application ensures maximum security and protection when 

conducting certain transactions from BOB Advantage, such as ACH payments and wire 

transfers. Google Authenticator replaces the 2CHK™ that was previously used by First Citizens 

Bank.  

The Google Authenticator (GA) app operates independently of BOB Advantage, and serves to 

generate 6-digit codes.  These codes are entered into BOB to authenticate transactions.   

BOB Advantage prompts users for the randomly generated code when conducting certain 

types of transactions. The Google Authenticator application can be downloaded to your 

iPhone or Android smart phones or mobile devices. It is not available for PC or Mac desktops. 

 

There are three (3) basic steps to setup the Google Authenticator:  

1. Get the Google Authenticator Application  

2. Register the Google Authenticator Application  

3. Use the Google Authenticator Application  
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Getting Started 
 

You may proactively download the Google Authenticator application to your iPhone® or 

Android™ smart phone or mobile device at any time. (See next page.) 

Or you will receive a prompt to download and install the Google Authenticator app on access 

to the following functions:  ACH, Tax, Child Support, Wires, and Admin functions (Figure 1) 

 

Figure 1 

 

  

 It is important to note that once downloaded, GA will work and generate codes without Wi-Fi or 

mobile network access (no data usage.) 
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Installing App 
 

Download the Google Authenticator application to your iPhone® or Android™ smartphone or 

mobile device  

 

Google Authenticator App 

 

1. To download the Google Authenticator app directly to your iPhone or Android smart phone, 

visit the App Store on your iPhone or Google Play on your Android smart phone.  

2. Once downloaded the Google Authenticator icon will appear on your mobile device 

 

  

 If you already use Google Authenticator for other purposes, there is no need to re-install the 

mobile app. You may skip to registration. (Next page) 
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Connecting Google Authentication to BOB Advantage 
 

Registering your Google Authenticator application connects the application to your BOB 

Advantage account.  

Once you sign in to BOB Advantage, you will be prompted to install and register your Google 

Authenticator app either at sign in or when you attempt to access a feature for which it is 

required.  

 

 

Figure 3 

Figure 2 
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Opening Google Authenticator 
 

1. Open the Google Authenticator app on your mobile device and CLICK “Begin”  

2. Select either SCAN a Barcode” or “ENTER a Provided Key”  

 

 

  



 

Member FDIC  firstcitizens.com 

 

Scanning Bar Code 
 

After selecting “SCAN a Barcode” Use your smartphone to scan the bar code that appears in 

BOB Advantage 

 (see previous page) 
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Registering App 
 

1. Once you have scanned the barcode in BOB Advantage, enter the six digit code 

displayed in the Google Authenticator app into this field. 

2. Press “CONTINUE”  to complete the registration.  

 

 

  

Figure 4 
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Using Google Authenticator 
 

Now, when you initiate ACH transactions within BOB Advantage, Google Authenticator is used 
to authenticate the transactions.  
 

 

  

Figure 5 
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ACH Transactions 
 

 

Each time you initiate ACH transactions, you will be required to enter a code provided in the 

Google Authenticator app. 

1. Simply access Google Authenticator on your mobile device. 

2. Click to open enter six digit code into BOB Advantage (see below) 

 

 

Figure 6 
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Additional Google Authenticator Transactions 
 

 Google Authenticator is also used to secure wire transactions when they are submitted 
for processing.  

 

 You may also be required to use Google Authenticator when adding or modifying ACH 
Payees, wire beneficiaries, and ACH and wire templates. 
 

 Transaction authentication is also required to access many administrative functions, 
such as Users, Groups, and Company. 

 
Simply open the app and enter the new 6-digit code that’s displayed in the Google 
Authenticator app into the BOB field provided. 
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More Resources 
 

For a list of frequently asked questions: https://www.firstcitizens.com/business/online-

mobile/bob-advantage/bob-transaction-authenticator-faq    

For assistance contact:  call Business Support at 1-866-FCB-4BIZ (1-866-322-4249) Monday - 

Saturday, 7:00 am - 11:00 pm (ET). 

To view our Google Authenticator demo: www.firstcitizens.com/BOB_auth_demo  

First Citizens Bank is dedicated to keeping your accounts safe and protected with some of the 
top security tools and technology available. Secure your computer by installing Trusteer 
Rapport and use Google Authenticator on your mobile device to protect your ACH and Wire 
transactions. 

https://www.firstcitizens.com/business/online-mobile/bob-advantage/bob-transaction-authenticator-faq
https://www.firstcitizens.com/business/online-mobile/bob-advantage/bob-transaction-authenticator-faq
http://www.firstcitizens.com/BOB_auth_demo

