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Overview

The Profile Manager application is a self-service application where customers can update the
following information:

o First Name

e Last Name

e Email

e Mobile Number

e Multi-Factor Authentication Factor

e Activate Single Sign On (SSO) to log into one or more applications with the same
credentials

Profile Manager Log In Methods

There are several methods to log into Profile Manager:

First Method:

1. Navigate to www.firstcitizens.com home page, click on the Log In button at the top right-

hand corner.

FirleitizensBank PERSONAL>  SMALL BUSINESS COMMERCIAL  WEALTH

Start the year strong with a
5.00% APY 11-month CD

Open Online Calculate Your Earnings

Q. How can we help? >3

=

Open a checking Choose a credit Self-Directed
account card Investing

Start your
mortgage journey &

Discover how generative Al impacts our lives ‘ Watch the Video
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2. You will be directed to the Welcome Back page. Select the drop-down caret, then select
Other Services from the list of options.

Welcome Back

LOGIN TYPE

First Citizens Digital Banking
First Citizens Digital Banking
Commercial Advantage

Wealth

Other Services

‘ First Time Log In ‘

3. Click on the Profile Manager link.

< Back x

-,
-~

LOG IN

Other Services

First Citizens Rewards® > Remote Deposit Capture > My Insurance Center >

Online Brokerage » Automated Payables » Worldpay 1Q >

Portfolio Online » CA Integrated Payments > American Express Supplies »

Retirement Plan Access » eReceivables Payment > Purchasing Card »

Financial Planning Tool » Lockbox Portal > Electronic Bill Presentment &
Payment >

Stellar Technology - Fund > ChecXchange »

Profile Manager >

Lockbox - Online Treasury Solutions >  FXEnvoy »
Pay HOA Fees » /

Commercial Online Banking >

Profile Manager User Guide 4
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4. Log in using your credentials.

= . -
FirstCitizensBank

Secure Sign In

USERNAME
Verify autopopulated username is for the
application you are attempting to access

PASSWORD

Forgot password?
Unlock account?
Contact Us
Privacy & Security

Profile Manager

Second Method:

1. Navigate to the application you are accessing, select the Profile Manager link below the
Sign in button.

B FirstGitizensBank
Secure Sign In

USERNAME
Verify autopopulated username is for the
application you are attempting to access.

PASSWORD

Forgot password?
Unlock account?
Contact Us

Privacy & Security

:
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Third Method:

If the application page does not include a link to Profile Manager, please proceed to the login
screen to access it.

Welcome Message

When you access Profile Manager for the first time, a window will open with a welcome message.
Select the OK button or click on the X on the top-right corner to continue your session.

WELCOME ) 4

Welcome to your FCB Profile Manager

Here you can:

« Set up Single Sign-on to log into multiple apps with the same credentials
« Set up or edit Two-5tep Verifications for securely logging in

+ Update your profile information

Important: Please ensure that you have a valid email address in Profile Manager to
receive notifications regarding self-service updates that you make to your Multi-
Foctor Authentication (MFA) enrollnment options.

Profile Manager Pages

There are three tabs (or pages) in Profile Manager:

E FirstCitizensBank

@

My FCB Profile

& Profile Info

@ Security

& Single Sign-On

User Guide

Customer Care Center:
888-FC-DIRECT
(888-323-4732)

Treasury Management Support:

888-FCB-4BIZ

Profile Manager User Guide 6
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e Profile Info
e Security
e Single Sign-On

The Profile Manager user guide is now accessible once you are logged in to Profile Manager.
You can also find customer service information for Customer Care Center and Treasury
Management Support.

Profile Info
You can self-service First Name, Last Name, Email address, and Mobile Number.

Note: User Name is not an editable field.

E FirstCitizens Bank Last Ny W

@ Profile Info

My FCB Profile

L Profile Info

Chonge Emai

Efirstcitizens.com

e To update first name, click on the blank space under the field name and above the line,
make the necessary change and tab to the next field. First Name Successfully Updated
success message will display.

e To update last name, click on the blank space under the field name and above the line,
make the necessary change and tab to the next field. Last Name Successfully Updated
success message will display.

e To update the email address, click on Change Email link. Enter the new email address in
the Email* field. Re-enter the same email address on the Confirm* email. Click on Save.

Profile Manager User Guide 7
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¢ A confirmation window will display, click Confirm. Email Successfully Updated success
message will display.

Note: The email address must be in abc@xyz.com format.

Profile Info

First Name* Last Name*

John Doe

User Neme

johndostest

CONFIRM X

Confirm Email Change

This will change the email associated with your profile.

R

e To update Mobile Number, click on the blank space under the field name and above the
line, make the necessary change and tab to the next field. Mobile Number Successfully
Updated success message will display.

Profile Manager User Guide 8
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Profile Info

abc@1234.com

\

Mobile Number

123-123-1234

Security

You can enroll in Multi Factor Authentication (MFA) method by selecting Use This button. You
can also Remove or Reset an established method.

% FirstCitizensBank

® Security

My FCB Profile These are the methods you can use to verify your identity whenever you try to log in. You alwoys need at

east one. The Okta Verify App is the easiest and most secure.

W ot
- s [
Okta Verify se fhis

q Google Authenticator
* Remove

& Settings

@ Profile Info

&  Security

7 Single Sign-On Q Best

SMS & Text

G Reset

User Guide
O Best
',) i ’
Voice Call

Customer Care Center:
888-FC-DIRECT
(888-323-4732)
Treasury Management Support: D

888-FCB-4BIZ

(866-322-4249) e

Profile Manager User Guide 9
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NEW MFA users will have four options available; we recommend registering for more than one
MFA. Please refer to the chart below in determining the best fit based on your company policies.

Voice Call Text Message Google Okta
Authentication Authentication  Authenticator Verify
Enhanced security Good Good Better Best
Mobi_le device v v v
required
Landline v
compatible
App download G e
App Store App Store
(iPhone) / Google  (iPhone) / Google
Play Store Play Store
(Android) (Android)
Access to camera
(recommended) v v
Push notification v
enabled
Security

These are the methods you can use to verify your identity whenever you try to log on. You always need at
least cne. The Okta Verify App is the easiest and most secure.

Remove
W Best

Okta Verify Reset

0 Better
Google Authenticator

v Use This

Q Good
Text Message

v Use This

ORI AN

O Good
Voice Call

v Use This

)

Okta Verify

e Uses a push notification sent to the mobile app (requires download).
Google Authenticator

e Enter a single-use code from the mobile app (requires download).
Text Message Authentication

e Enter a single-use code sent to your mobile phone.
Voice Call Authentication

e Use a phone to authenticate by following voice instructions.

Profile Manager User Guide 10
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Okta Verify Enroliment
1. Click Use This next to Okta Verify.

Security

These are the methods you can use to verify your identity whenever you try o log on. You always need at
leasst one. The Okta Verify App is the ecsiest and most secure.

® pest ¥ Use This
Okta Verify

© patter + Use This
‘Google Authenticator

Remove
© Good

Text Message

® @0

Reset

© Good N
« Use This
Voice Call

el

2. Select your device type.

<

Set Up Okta Verify

Select your device type:
(O iphone

() mndroid

Moblle corrier fees may apply for dato and lext usege.

3. Download Okta Verify app from Apple App Store (iPhone) or Google Play (Android) first,
then click Next.

©

Set Up Okta Verify

Select your device type:

O Ancrois

. the App Stare onta your mobile device
. .

Mol corrior fous may cppiyfor dota and bt Laage.

Profile Manager User Guide 11
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4. Launch Okta Verify app on your mobile device and select Add An Account.

o

Set Up Okta Verify

Scan QR Code

5. Scan the QR code using your mobile device.

Note: If you do not wish to allow access to your mobile device camera, click the Can’t
scan? link and follow the instructions provided in the FAQ.

6. Success 2 step verification complete success message will display.

7. The Use This button will be replaced with a Remove and a Reset button.
FirstCitizens Bank

Security

These aie the methods you con ue 1o werily youl identity

xit one, The Olta Verify App s the

L
Ot Vieridy

L
Google Authenticator

Text Mesioge

W Q|

Veice Call

=

8. The client will receive an email confirming that a multifactor authenticator has been set up.

Profile Manager User Guide 12
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Google Authenticator Enroliment

1. Click Use This next to Google Authenticator.

Security

These are the methods you can use to verify your identity whenever you try to log on. You ahways need at
least one. The Okta Verify App is the easiest and mast secure.

W pest N

Use Thi
Okta Verify [ v seThis W
0 Better -~ Use This
Google Authenticator

Remove
0 Good

Text Message

ORI )

Reset

vt _
Use Thi
Voice Call m

L)

2. Select your mobile device.

~
<J

Set Up Google Authenticator

Select your device type:
& iPhone
3 Android

Mabile carmiar faes may appl for data and text usge.

3. Download Google Authenticator from the App Store (iPhone) or Google Play (Android)
first, then click Next.

~
~7

Set Up Google Authenticator

Select your device type:

e

) Android

Download the Google Authenticator
1. Q App from the App Stare onte your

mobile device

Mosile carrier faes mor apply for data and text usogs

Profile Manager User Guide 13
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4. Launch Google Authenticator app on your mobile device and tap the + icon.

5. Scan the QR code using your mobile device.

Note: If you do not wish to allow access to your mobile device camera, click the Can’t
scan? link and follow the instructions provided in the FAQ.

6. Enter code sent to Google Authenticator app in the Enter code field and click Verify.

~
o/

Set Up Google Authenticator

Scan QR Code

Enterthe code displayed in the apor*

g

7. Success 2 step verification complete success message will display.

8. The Use This button will be replaced with a Remove and a Reset button.

Profile Manager User Guide 14
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My FCB Profile These are the methods you can use 10 verily your identity wh S
beast o, T Okt Verily Appis ¢
¥ s * Remove
0 Okcta Verify o Reset
.. * Remove
&  Google Authenticotor G Reset
Good + Use This
Text Messoge
D'” Good v Use This
Vaice Caill

9. The client will receive an email confirming that a multifactor authenticator has been set up.

Text Message Authentication (SMS) Enroliment

1. Click Use This next to Text Message Authentication.

Security

These are the methods you can use to verify your identity whenever you try to log on. You always need at
least one. The Okta Verify App is the easiest and most secure.

.o x Remove
Okta Verify G Reset
[ gl T o femere
&F  Google Authenticator G Reset
Q
@ J Good ‘ v Use This |
TEKtMESSﬂgé [ —
)) O Good { v Use This J
Voice Call [ —

Profile Manager User Guide 15
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2. Enter the phone number for your mobile device and click Next.

Set Up Text Message Verification

Select your country:

United States

Phone Number*

3. Click Send Code.

Set Up Text Message Verification

We'l text you with a Code to verify your phone number. Click
below when you're ready:

© Send Code

Mobile carrier fees may apply for dota and text usage.

4. Enter code sent to mobile device in Enter code field and click on Verify.

Set Up Text Message Verification

We'll text you with @ Code to verify your phone number.
Click below when you're ready:

Enter Code sent in text message:™

176183

Profile Manager User Guide
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5. Success 2 step verification complete success message will display.

6. The Use This button will be replaced with a Remove and a Reset button.

E FirstCitizensBank 2ot Logn 75372034 |

@ Security

My FCB Profile T

ar arbee B veerily yous sdentity wher

1, The Olta Vierify App s the

e - %= Remove
b Werif
Okto Verify G Reset

* Remove
™ v °
\, Google Authenticator o Reset

G Rese

* Remove
Text Meiioge o B A

= Rese

L] R ¥  Use This
Vaice Coll

7. The client will receive an email confirming that a multifactor authenticator has been set up.

Voice Call Authentication Enroliment

1. Click Use This next to Voice Call Authentication.

Security

These are the methods you can use to verify your identity whenever you try to log on. You always need at
least one. The Okta Verify App is the easiest and most secure.

% Remove

W et

Okta Verify G Reset

© b X Remove
a Google Authenticator G Reset

~ X Remove
@ Q Good

Text Message G Reset

)) U Good v Use This
Voice Call

Profile Manager User Guide 17
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2. Enter the phone number you wish to receive a call on (can be a landline or a mobile
device) and click Next.

-

Set Up Voice Call Verification

Select your country:

United States v

Phone Number* Ext

3. Click Call Me With Code. Answer the phone call and listen for the code.

I

St Up Vioice Coll Varification

Wia'll eall yous with & Cada 18 verily jour phans aumber. Chek
ek when you're ready;

Call Ms With Cods

“Hello, thank you for using
our phone verification
system. Your code is...”

Profile Manager User Guide
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4. Enter code in the Enter code field and click Verify. Success 2 step verification
complete success message will display.

s

Set Up Voice Call Verification

we'll ecll you with a Code to verify your phone number. Click
below when you're ready:

5. The Use This button will be replaced with a Remove and a Reset button.

FirstCitizensBank

@ Security

My FCB Profile These are

16 t0 verify you

e Okta Verify

Q
g
H

P
- 8

(=

B @

Text Messoge

]
? g
:

Veice Call

6. The client will receive an email confirming that a multifactor authenticator has been set up.

Additional Information for Remove and Reset Options:

1. If you choose to remove a factor, then you will receive an email to confirm that one or
more multifactor authenticators have been removed from your First Citizens account.

Profile Manager User Guide 19
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2. You must have at least 2 MFA factors before removing or resetting one of the factors. If
you only have one factor enrolled, then you will get the following messages:

e Remove: Add another verification type to remove this one.

Security
These are the methods you can use to verlfy your identity whenever you try to log on. You always need at
least one. The Okta Verify App is the easiest and mest secure.

® oot
Okta Verify

O e .

q . v Use This
Google Authenticator

@ © Good v Use This
Text Message

)  Good v Use This

Voice Call [ ]

o Reset: Add another verification type to reset this one.

Security
These are the methods you can use to verify your identity whenever you try to log on. You always need ot
least one. The Okta Verify App s the easiest and most secure.

¥ gest T
Okta Verify Sel s

~ U getter .~ Use This

\, Google Authenticator

@ © Good ¥ Use This
Text Message

) ne

Voice Call

When to use reset and why:

1. For Reset, the process is the same as a new enroliment (refer to the new enrollment
section of this guide).

2. For Okta Verify and Google Authenticator, the Reset button is used if you have a new
mobile device. The account on Okta Verify or Google Authenticator on the old mobile
device will not transfer to the new mobile device. You will need to re-enroll so that a new
account can be added to log in using that factor on the new mobile device.

3. For SMS and Voice, the Reset button is used if you have a new phone number that needs
to be updated.

4. If you choose to Reset a factor, then you will receive two emails:

o The first email will confirm removal of one or more multifactor authenticators for
your First Citizens Bank Account.

Profile Manager User Guide 20
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o The second email will confirm that a multifactor authenticator has been set up for
your First Citizens Account.

Single Sign-On

You can merge your existing First Citizens Bank applications, so that you only have one digital
identity (Username & Password) to use as a Single Sign-On (SSO) for all your First Citizens
Bank applications.

Note: You must be provisioned to more than one First Citizens Bank application to be eligible
for SSO.

1. Choose the application you wish to merge with by clicking the +Add a Different App.
Note: The application that displays as SSO Activated is the application you logged in with

to access Profile Manager. This will become the digital identity that you use to log in to
your merged accounts (SSO Not Activated).

FirstCitizensBank

a .
Single Sign-On
My FCB Profile e o com octivate Single Sign-On (5500 s that you con log into ory of
vour First CHizens apps with just one set of credentials!
Prodie Info Commenciol Advontoge

Blectronic Bill Praasntment and Poymant
Portfolio Online

DL5-Sterling

Comenerciol Advortoge Integroted Poyments

Remote Deposit Copture
S50 Nt Aectiwoted

m )
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2. Choose the application you want to merge from the Single Sign-On Setup.

SINGLE SIGN-ON SETUP >

Set up an App for SSO

We'll permanently merge your old profile into this profile so that you can log in with
just one set of credentials! Just select which app you'd like to setup to get started:

Electronic Bill Presentment and Payment > DES-Sterling » Commercial Advantage Integrated Payments >

Remote Deposit Capture >

3. Enter your existing login credentials for the application that was chosen and click Next.

SINGLE SIGN-ON SETUP X

Remote Deposit Capture

Enter your login info for this app below:

Username*

Janedoetest

Password*

Forgot Password ~ Unlock Account  Trouble Logging In?

Profile Manager User Guide 22
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4. If you are not required to enroll in MFA for this application, then click Confirm Single
Sign-On Setup.

SINGLE S$IGN-ON SETUP > &

Confirm

we'll permanently merge this app's profile into your FCB profile so that you can log
in with just one set of credentials!

After this process is completed, use . as your Username to log in to
Remote Deposit Capture

Note: If you have multiple FCB profiles, make sure you are logged in to the correct
profite that you me to merge with this app’s profile.

v Confirm Single Sign-On Setup =

5. Both applications have been SSO Activated, which means you will now be able to log into
both applications using the same Username and Password. If you are required to choose
an MFA factor, then all the factors that you are enrolled in for that application will display.

ﬁFirleitih‘nsBank 2 ,IE.'?QC‘:-‘. -

Single Sign-On

My FCB Profile Here you can activate Single Sign-On (S50) so that you con log in to any of

your First Ctizens apps with just one set of credentials!

4 Profie Info Commercial Advantage

@ Security

& Single Sign-On Electronic Bill Presentment and Payment
] 530 Not Activated

Portfolio Online

DES-Sterling 530 Not Activated

Commercial Advantage Integrated Payments -
ge Integ 550 Not Activated

h

+ Add a Differant App A

Remote Depasit Capture

Profile Manager User Guide 23
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SINGLE SIGN-ON SETUP >

Verify
e Okta Verify App

Click below to verify with the Okta App on your phone:

Or enter code

6. Once you have gone through all the necessary MFA factor verification steps then click
Confirm Single Sign-On Setup.

SINGLE SIGN-ON SETUP x

Confirm

we'll permanently merge this app's profile into your FCB profile so that you can log
in with just one set of credentials!

After this process is completed, use . as your Username to log in to
Remote Deposit Capture

Note: If you have multiple FCB profiles, make sure you are logged in to the correct
profile that you L}m to merge with this app's profile.

v Confirm Single Sign-On Setup 4

7. The applications that were chosen for the merge have been SSO Activated, which means
you will now be able to log into these applications using the same Username and
Password. If you have merged all available applications, then you will receive this
message when you click on the + Add a Different App button.

SINGLE SIGN-ON SETUP X

Set up an App for SSO

You've already set up every available app for $SO!

We've got more app integrations coming soon, so keep an eye on your email and
we'll let you know when they're available!

Profile Manager User Guide 24
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8. You will see SSO Not Available if an application is not available to undergo the merge
process.

logos

ﬁ FirstCitizens Bank

® Single Sign-On

My FCB Profile Here you can octivats Single Sign-On (S50 so that you can bog in to any of
your First Citizens opps with just one set of credentials!

@

A Profie Info Commercial Advantage .
@ Security
& Single Sign-On Electronic Bill Presentment and Payment . l ——
e — Mot Activote:
Portfelic Online J "
388-323-4732) _ [
(BBE-3 2 DES-Sterling

550 Not Activated

v Manogement Suppert:

888-FCA-481Z
C

Commercial Advantage Integrated Payments
ge Integ 350 Not Activoted

Remote Deposit Copture

v

+ Add a Differsnt App v

Disclosures:

Google and Google Docs are trademarks of Google LLC and this user guide is not endorsed by
or affiliated with Google in any way.

Okta Content is the exclusive property of Okta and/or its licensor(s). Okta and/or licensor(s)
own(s) all right, title and interest in the Okta Content, including but not limited to copyright,
trademark, service mark, trade dress, and other applicable worldwide intellectual property rights.
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